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Abstract
Pursuant to Section 512 of the Implementing Recommendations of the 9/11 Commission 

Act of 2007 (the Act), Public Law No. 110-53, the Department of Homeland Security has 
established the Homeland Security Information Sharing Fellows Program.  Under the program, 
State, local, and tribal law enforcement (LE) officers (LEOs) and intelligence analysts will be 
detailed to DHS to participate in the work of the Office of Intelligence and Analysis (I&A).  The Act 
requires the Department to complete a concept of operations (CONOPS) for the program, 
including a privacy impact assessment (PIA).  The CONOPS must also include a Civil Liberties 
Impact Assessment, which will be conducted by the DHS Office for Civil Rights and Civil Liberties. 

Introduction
The Secretary, acting through the Under Secretary for Intelligence and Analysis and in 

consultation with the Department’s Chief Human Capital Officer, Chief Privacy Officer, and Civil 
Rights and Civil Liberties (CRCL) Officer, is tasked with establishing the Homeland Security 
Information Sharing Fellows program.  

The purpose of the program is to detail State, local and tribal LEOs and intelligence analysts 
to the Department to participate in the work of I&A in order to become familiar with both the 
relevant missions and capabilities of the Department and other Federal agencies, and the role, 
programs, products, and personnel of I&A. In addition, the program is designed to promote 
information sharing between the Department and State, local, and tribal LEOs and intelligence 
analysts by assigning such officers and analysts to:  

(1) serve as a point of contact in the Department to assist in the representation of State, 
local, and tribal information requirements; 

(2) identify information within the scope of the information sharing environment (ISE) 
that is of interest to State, local, and tribal LEOs, intelligence analysts, and other emergency 
response providers; 

(3) assist Department analysts in preparing and disseminating products derived from 
information within the scope of the ISE that are tailored to State, local, and tribal LEOs and 
intelligence analysts, and designed to prepare for and thwart acts of terrorism; and  

(4) assist Department analysts in preparing products derived from information within the 
scope of the ISE that are tailored to State, local, and tribal emergency response providers, 
and assist in the dissemination of such products through appropriate Department channels. 

While the Fellows program seeks to promote and enhance information sharing between 
DHS and State, local, and tribal governments, the Fellows will not share information with their 
parent jurisdictions. Information sharing under the purview of the program will continue 
through established DHS processes, which are subjected to prior privacy agreements.    

Eligible fellows must be currently employed as a LEO or intelligence analyst and have 
homeland security-related responsibilities. Fellows will be detailed to DHS in accordance with the 
Intergovernmental Personnel Act (IPA) (5 USC 3371-3375; 5 CFR 334). Fellows will be under the 



 Privacy Impact Assessment 
I&A/ Information Sharing Fellows Program

Page 3 

direct supervision of DHS management and subjects them to applicable Federal laws and 
regulations, including those related to the protection of individual privacy.  The Fellows will be 
required to complete appropriate privacy and civil liberties training, as designated by DHS, prior 
to beginning fellowship duties.  Additionally, as the Fellows will be either LEOs or intelligence 
analysts, this training will augment their existing privacy and civil liberties training, including 
compliance with 28 CFR 23, Criminal Intelligence Systems Operating Policies as well as the 
Intelligence Oversight and US Person handling procedures. 

This program has been designed to minimize privacy concerns. The Fellows are brought 
on to review DHS intelligence programs and identify ways and types of information that can 
improve sharing with State, local, and tribal LE partners.  The privacy concern that arises when 
building such a program is that information will be shared inappropriately and informally 
between the Fellow and the respective parent jurisdiction.  This risk has been mitigated in two 
ways: 

(1) Clearly stating that the Fellows must follow all the roles and responsibilities current 
I&A employees. This includes making the Fellows fully aware of the privacy 
requirements under the law and under DHS Policy, and regularly reminding the 
Fellows of these requirements. 

(2) I&A has set up the program so that Fellows will review minimal Personally 
Identifiable Information (PII), and instead will review other types of information.  

This PIA will be updated to reflect any relevant changes in the Information Sharing Fellows 
program over time. In addition, DHS will issue a report on the privacy and civil liberties impact of 
the program, not later than one year after the program is implemented.  

Fair Information Practice Principles (FIPPs)
The Privacy Act of 1974 articulates concepts of how the Federal government should treat 

individuals and their information and imposes duties upon Federal agencies regarding the 
collection, use, dissemination, and maintenance of personally identifiable information.  The 
Homeland Security Act of 2002, Section 222(a)(2) states that the Chief Privacy Officer shall assure 
that information is handled in full compliance with the fair information practices as set out in the 
Privacy Act of 1974. 

In response to this obligation, the DHS Privacy Office developed a set of Fair Information 
Practice Principles (FIPPs) from the underlying concepts of the Privacy Act to encompass the full 
breadth and diversity of the information and interactions of DHS.  These principles first appeared 
in the Secretary’s Advisory Committee on Automated Personal Data Systems within the 
Department of Health, Education, and Welfare (“HEW Report”), which was the basis for the 
passage Privacy Act. The FIPPs account for the nature and purpose of the information being 
collected, maintained, used, and disseminated in relation to DHS’ mission to preserve, protect, and 
secure. They are: Transparency; Individual Participation; Purpose Specification; Minimization; Use 
Limitation; Data Quality and Integrity; Security; and Accountability and Auditing. 
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DHS conducts Privacy Impact Assessments on both programs and information technology 
systems, pursuant to the E-Government Act of 2002 Section 208 and the Homeland Security Act of 
2002 Section 222.  Given that the Homeland Security Information Fellows Program is a program 
rather than a particular information technology system, this PIA is conducted as it relates to the 
DHS construct of the FIPPs.   

1. Transparency

Principle: DHS should be transparent and provide notice to the individual regarding its 
collection, use, dissemination, and maintenance of personally identifiable information (PII). 
Technologies or systems using PII must be described in a system of record notice (SORN) and PIA, 
as appropriate. There should be no system the existence of which is a secret to the general public. 

The Homeland Security Information Sharing Fellow program, as described in the CONOPs 
will not change the way PII is gathered, collected, used, maintained, or disseminated by DHS.  It is 
recognized that, during the tenure of the Fellowship, a Fellow could identify information 
collection types that would enhance the cooperation with State, local, and tribal homeland security 
and LE partners and are outside the scope of the I&A SORN.  In this case, I&A, in coordination 
with the DHS Privacy Office, will review the existing privacy documentation to ensure that 
appropriate notice has been provided that the information can be shared in this manner.  If 
documentation needs to be updated to provide sufficient notice, DHS will update the appropriate 
documents prior to the commencement of sharing of the information.  

Information collected, used, maintained, or disseminated by I&A to meet its mission 
requirements under the Homeland Security Act has been described with appropriate routine uses 
in the existing Homeland Security Operations Center (HSOC) database SORN. (DHS/IAIP-001, 
April 18, 2005, 70 FR 20061). 

2. Individual Participation 

Principle: DHS should involve the individual in the process of using PII. DHS should, to 
the extent practical, seek individual consent for the collection, use, dissemination, and 
maintenance of PII and should provide mechanisms for appropriate access, correction, and redress 
regarding DHS’ use of PII. 

As noted above in Principle 1, the Information Sharing Fellows Program will not change 
the way information is gathered, collected, used, maintained, or disseminated by I&A or DHS. 
The Fellow will review the general practices of I&A to identify areas where appropriate sharing 
with State, local, and tribal homeland security and LE partners could be more effective. 

As a matter of policy and practice, individuals can submit a formal Privacy Act request 
for their information. Although certain records in the system of records were exempted from 
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certain provisions of the Privacy Act, DHS will review each request to ensure that the information 
meets the requirements of the exemptions of the Privacy Act.  

Generally, the information collected, used, maintained, and disseminated by I&A is 
exempted from the Privacy Act requirements of access, correction, and redress.  The exemptions 
are appropriate because providing access could inform the subject about the existence of an 
investigation or other lawful exercise of departmental authority.  Access to the records could 
permit the individual who is the subject of a record to impede an investigation and avoid 
detection or apprehension. Additionally, information held by I&A may include properly classified 
information, the release of which would pose a threat to national security and/or foreign policy.   

3. Purpose Specification 

Principle: DHS should specifically articulate the authority that permits the collection of PII 
and specifically articulate the purposes for which the PII is intended to be used. 

The information gathered, collected, used, maintained, or disseminated by I&A or DHS is 
done so consistent with its statutory authority, and will not be impacted by the Information 
Sharing Fellows Program, As noted above, fellows will review the general practices of I&A to 
identify areas where appropriate sharing with the State, local, and tribal homeland security and LE 
partners could be more effective.  

I&A through its SORNs specifies its authority for gathering and collection of information, 
and states the purposes that the information will serve.   

4. Minimization

Principle: DHS should only collect PII that is directly relevant and necessary to accomplish 
specific lawful purpose(s) and only retain PII for as long as necessary to fulfill the specified 
purpose(s). PII should be disposed of in accordance with DHS records disposition schedules as 
approved by the National Archives and Records Administration (NARA). 

As a member of the Intelligence Community under Executive Order 12333, I&A must 
minimize U.S. Person information in both collection and ongoing maintenance.  I&A must review 
its holdings of PII regularly to ensure that the information is properly collected and still needs to 
be maintained. When sharing information, I&A must minimize the U.S. Person information to 
comply with both EO 12333 and the Privacy Act so that only individuals with a “need to know” 
are provided access to the PII. 

While I&A is minimizing the information it maintains, I&A has exempted its system of 
records from requirements of the Privacy Act that require agencies only to collect information that 
is relevant and necessary.1  This exemption is necessary because it is not always possible for DHS 
to know in advance what information is relevant and necessary in the course of its intelligence, 
counterterrorism, or investigatory efforts.  In the context of the authorized intelligence, 

1 5 USC 552(a)(e)(1).
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counterterrorism, and investigatory activities undertaken by DHS personnel, relevance and 
necessity are questions of analytic judgment and timing, such that what may appear relevant and 
necessary when acquired ultimately may be deemed unnecessary upon further analysis and 
evaluation. For this reason, the review and deletion process are an important aspect of DHS’ 
privacy program. Constraining the initial acquisition of information included within I&A could 
discourage the appropriate receipt of and access to information, which could impede DHS efforts 
to fulfill its mission. 

Notwithstanding this claimed exemption, which would permit the acquisition and 
temporary maintenance of records whose relevance to the purpose of the ERS may be less than 
fully clear, DHS will only disclose such records after determining whether such disclosures are 
consistent with published Privacy Act routine uses.   

5. Use Limitation 

Principle: DHS should use PII solely for the purpose(s) specified in the notice.  Sharing PII 
outside the Department should be for a purpose that complies with the purpose for which the PII 
was originally collected. 

The Information Sharing Fellow will not change the way information is used by I&A or 
DHS. The Fellows will consider the types of information that are currently not available to State, 
local, and tribal partners and could be used more effectively. In considering recommendations, 
I&A will work with the Privacy Office to determine the best course of action to ensure that only 
appropriate information is shared for compatible purposes. 

6. Data Quality and Integrity 

Principle: DHS should, to the extent practicable, ensure that PII is accurate, relevant, 
timely, and complete, within the context of each use of the PII. 

As noted above in Principle 1, the Information Sharing Fellow will not change the way 
information is gathered, collected, used, maintained, or disseminated by I&A or DHS.  As also 
noted under Principles 2 and 4, I&A has exempted itself from certain aspects of the Privacy Act as 
it relates to data quality and integrity.  I&A, as required by EO 12333, has specific policies and 
processes in place that require I&A to review the information regularly to ensure that the 
information meets the legal requirements of I&A.  

7. Security

Principle: DHS should protect PII (in all forms) through appropriate security safeguards 
against risks such as loss, unauthorized access or use, destruction, modification, or unintended or 
inappropriate disclosure. 

As noted above in Principle 1, the Information Sharing Fellow will not change the way 
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information is gathered, collected, maintained, used, or disseminated by I&A or DHS.  Therefore, 
the protocols around securing the information are not impacted.  

8. Accountability and Auditing 

Principle: DHS should be accountable for complying with these principles, providing 
training to all employees and contractors who use PII, and should audit the use of PII to 
demonstrate compliance with these principles and all applicable privacy protection requirements. 

The Information Sharing Fellows will not change the way information is gathered, 
collected, used, maintained, or disseminated by I&A or DHS; however, it will be incumbent upon 
DHS and I&A to ensure that Fellows are fully trained and understand the rules for the period of 
time they are detailed to I&A.  Fellows will receive appropriate privacy and civil rights and civil 
liberties training before beginning their detail to DHS, and regularly throughout their tenure.  

Additionally, at the completion of their detail to I&A, Fellows will be reminded of their 
ongoing duties to protect any information in the appropriate required de-briefing.  

Conclusion
I&A has designed the Information Sharing Fellows Program in such a way as to minimize 

the impact on privacy. The Information Sharing Fellow will not change the way information is 
gathered collected, used, maintained, or disseminated by I&A or DHS.  The only discernible 
privacy risk with the program is that the Fellow will share information informally and 
inappropriately with his employer.  This risk will be mitigated with initial and ongoing privacy 
training. 

Responsible Officials 
Program Manager: 
Rob Riegle
Director, State and Local Programs 
Intelligence and Analysis  
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